
Semantics of swarms

By rule [Local] below, a command’s execution updates both local and global logs

S(i) = M ℓi M ℓi
c / l−−−→ M ℓ′i src(ℓ′i \ ℓi ) = {i} ℓ′ ∈ ℓ ▷◁ ℓ′i

(S, ℓ)
c / l−−−→ (S[i 7→ M ℓ′i ], ℓ

′)
[Local]

S(i) = M ℓi ℓi ⊑ ℓ′⊑ ℓ ℓi ⊂ ℓ′

(S, ℓ) τ−−→ (S[i 7→ M ℓ′ ], ℓ)
[Prop]

By rule [Prop] above, the propagation of events happens
▶ by shipping a non-deterministically chosen subset of events in the global log
▶ to a non-deterministically chosen machine
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Semantics at work (I)

If B b
c / l−−−→ B b · d · e with ⊢ d · e : l
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Semantics at work (I)

If B b
c / l−−−→ B b · d · e with ⊢ d · e : l

then, by [Local] A a | B b | C c | b · a · c c / l−−−→ A a | B b · d · e | C c | ℓ

for all ℓ ∈ (b · a · c ) ▷◁ (b · d · e)

Exercise
Compute (b · a · c ) ▷◁ (b · d · e)

{ b · a · c · d · e , b · a · d · c · e , b · a · d · e · c ,
b · d · a · e · c , b · d · a · c · e , b · d · e · a · c }
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Semantics at work (II)

Exercise

Is A a | B b | C | b τ−−→ A a | B b | C | a · b possible? Does it actually make sense?
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Semantics at work (II)

Exercise

Is A a | B b | C | b τ−−→ A a | B b | C | a · b possible? Does it actually make sense?

With reference to slide 56, consider

A a | B b | C c | b · a · c c / l−−−→ A a | B b · d · e | C c |
=ℓz }| {

b · a · d · e · c
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Exercise

Is A a | B b | C | b τ−−→ A a | B b | C | a · b possible? Does it actually make sense?

With reference to slide 56, consider

A a | B b | C c | b · a · c c / l−−−→ A a | B b · d · e | C c |
=ℓz }| {

b · a · d · e · c

Let’s propagate d · e : by [Prop] we have to non-deterministically choose a sublog of ℓ

A a | B b · d · e | C c | ℓ
A b · a · d · e | B b · d · e | C c | ℓ

A a | B b · d · e | C b · d · e · c | ℓ

τ

τ

b is shipped too ’cause
sublogs must be downward
wrt emitting machines
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Semantics at work (II)

Exercise

Is A a | B b | C | b τ−−→ A a | B b | C | a · b possible? Does it actually make sense?

With reference to slide 56, consider

A a | B b | C c | b · a · c c / l−−−→ A a | B b · d · e | C c |
=ℓz }| {

b · a · d · e · c

Let’s propagate d · e : by [Prop] we have to non-deterministically choose a sublog of ℓ

A a | B b · d · e | C c | ℓ
A b · a · d · e | B b · d · e | C c | ℓ

A a | B b · d · e | C b · d · e · c | ℓ

τ

τ

b is shipped too ’cause
sublogs must be downward
wrt emitting machines

Exercise
Can we propagate just event e?
Can event a be shipped to C together with events from B?
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A taxi service

An intuitive auction protocol for a passenger P to get a taxi T:

1 2 3 4 5 6 7
Request@P

Offer@T

Select@P

Arrive@T Start@P

Record@T

Finish@P

Cancel@P

Receipt@O
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A taxi service

An intuitive auction protocol for a passenger P to get a taxi T:

1 2 3 4 5 6 7
Request@P

Offer@T

Select@P

Arrive@T Start@P

Record@T

Finish@P

Cancel@P

Receipt@O

We assume
▶ one passenger and one office (for simplicity)
▶ but an arbitrary number of taxis
▶ a receipt is issued by the office O at the end of the ride (if any)
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Swarm protocols: global type for local-first applications

An idealised specification relying on synchronous communication

Fix a set of roles ranged over by R (e.g., P, T, and O)

The syntax of swarm protocols is again given co-inductively:

G
co
::=

X

i∈I
ci@Ri ⟨li ⟩ .Gi

�� 0 where I is a finite set (of indexes)
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An example
A swarm protocol for the taxi scenario:

G = Request@P⟨Requested⟩ .Gauction

Gauction = Offer@T⟨Bid ·BidderID⟩ .Gauction

+ Select@P⟨Selected ·PassengerID⟩ .Gchoose

Gchoose = Arrive@T⟨Arrived⟩ . Start@P⟨Started⟩ .Gride

+ Cancel@P⟨Cancelled⟩ .Receipt@O⟨Receipt⟩ . 0

Gride = Record@T⟨Path⟩ .Gride

+ Finish@P⟨Finished ·Rating⟩ .Receipt@O⟨Receipt⟩ . 0
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An example
A swarm protocol for the taxi scenario:

G = Request@P⟨Requested⟩ .Gauction

Gauction = Offer@T⟨Bid ·BidderID⟩ .Gauction

+ Select@P⟨Selected ·PassengerID⟩ .Gchoose

Gchoose = Arrive@T⟨Arrived⟩ . Start@P⟨Started⟩ .Gride

+ Cancel@P⟨Cancelled⟩ .Receipt@O⟨Receipt⟩ . 0

Gride = Record@T⟨Path⟩ .Gride

+ Finish@P⟨Finished ·Rating⟩ .Receipt@O⟨Receipt⟩ . 0

Notice the log
types in each
prefixes
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Swarm protocols as FSA

Like for machines, a swarm protocols G =
P

i∈I ci@Ri ⟨li ⟩ .Gi has an associated FSA:

▶ the set of states consists of G plus the states in Gi for each i ∈ I

▶ G is the initial state

▶ for each i ∈ I , G has a transition to state Gi labelled with ci@Ri ⟨li ⟩, written

G
ci / li−−−→ Gi

61 / 69



An example

1 2 3 4 5 6 7
Request@P⟨Requested⟩

Offer@T⟨Bid ·BidderID⟩

Select@P⟨Selected ·PassengerID⟩

Arrive@T⟨Arrived⟩ Start@P⟨Started⟩

Record@T⟨Path⟩

Finish@P⟨Finished ·Rating⟩

Cancel@P⟨Cancelled⟩

Receipt@O⟨Receipt⟩
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An example

1 2 3 4 5 6 73
Request@P⟨Requested⟩

Offer@T⟨Bid ·BidderID⟩

Select@P⟨Selected ·PassengerID⟩

Arrive@T⟨Arrived⟩ Start@P⟨Started⟩

Record@T⟨Path⟩

Finish@P⟨Finished ·Rating⟩

Cancel@P⟨Cancelled⟩

Receipt@O⟨Receipt⟩

There is a race in state 3!
▶ the driver of the selected taxi may invoke Arrive
▶ while P loses patience and invokes Cancel
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An example

1 2 3 4 5 6 73
Request@P⟨Requested⟩

Offer@T⟨Bid ·BidderID⟩

Select@P⟨Selected ·PassengerID⟩

Arrive@T⟨Arrived⟩ Start@P⟨Started⟩

Record@T⟨Path⟩

Finish@P⟨Finished ·Rating⟩

Cancel@P⟨Cancelled⟩

Receipt@O⟨Receipt⟩

There is a race in state 3!
▶ the driver of the selected taxi may invoke Arrive
▶ while P loses patience and invokes Cancel

This protocol violates
well-formedness conditions
typically imposed on
behavioural types due to the
race in state 3 (because it
has two active
participants, which is also
true of states 2 and 5)
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Semantics of swarm protocols
One rule only!

(G, ℓ)
c / l−−−→ (G, ℓ )

[G-Cmd]
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Semantics of swarm protocols
One rule only!

δ(G, ℓ)
c / l−−−→ G′

(G, ℓ)
c / l−−−→ (G, ℓ )

[G-Cmd]

where

δ(G, ℓ) =





G if ℓ = ϵ

δ(G1, ℓ2) if G
c / l−−−→ G′ and ℓ = ℓ1 · ℓ2 with ⊢ ℓ1 : l

⊥ otherwise Logs have to be
consumed
“atomically”, hence
δ(G, ℓ) may be
undefined
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From global to local

Transitions of a swarm protocol G are labelled with a role that may invoke the command
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From global to local

Transitions of a swarm protocol G are labelled with a role that may invoke the command

Each machine plays one role

Obtain machines by projecting G on each role

First attempt �X

i∈I
ci@Ri ⟨li ⟩ .Gi

�
↓R= κ · [&i∈I li?Gi ↓R ]

where κ = {(ci / li )
�� Ri = R and i ∈ I}
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From global to local

Transitions of a swarm protocol G are labelled with a role that may invoke the command

Each machine plays one role

Obtain machines by projecting G on each role

First attempt �X

i∈I
ci@Ri ⟨li ⟩ .Gi

�
↓R= κ · [&i∈I li?Gi ↓R ]

where κ = {(ci / li )
�� Ri = R and i ∈ I}

simple, but
▶ projected machines are large in all but the most trivial cases
▶ processing all events is undesirable: security and efficiency
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Another attempt

Let’s subscribe to subscriptions: maps from roles to sets of event types

In pub-sub,
processes
subscribe to
“topics”
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Another attempt

Let’s subscribe to subscriptions: maps from roles to sets of event types

In pub-sub,
processes
subscribe to
“topics”

Given G =
P

i∈I ci@Ri ⟨li ⟩ .Gi , the projection of G on a role R with respect to
subscription σ is

G ↓σR= κ· [&j∈J filter(lj,σ(R))?Gj ↓σR ] where

65 / 69



Another attempt

Let’s subscribe to subscriptions: maps from roles to sets of event types

In pub-sub,
processes
subscribe to
“topics”

Given G =
P

i∈I ci@Ri ⟨li ⟩ .Gi , the projection of G on a role R with respect to
subscription σ is

G ↓σR= κ· [&j∈J filter(lj,σ(R))?Gj ↓σR ] where

κ = {ci / li
�� Ri = R and i ∈ I}

J = {i ∈ I
�� filter(li ,σ(R)) ̸= ϵ}

filter(l,E ) =





ϵ, if l = ϵ

t · filter(l′,E ) if t ∈ E and l = t · l′
filter(l,E ) otherwise
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Trading consistency for availability has implications:
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Causality
Trading consistency for availability has implications:

Propagation of events is non-atomic (cf. rule [Prop])
=⇒ differences in how machines perceive the (state of the) computation

Causality
Fix a subscription σ. For each branch i ∈ I of G =

P
i∈I ci@Ri ⟨li ⟩ .Gi

Explicit re-enabling σ(Ri ) ∩ li ̸= ∅
Command causality if R executes a command in Gi

then σ(R) ∩ li ̸= ∅ and σ(R) ∩ li ⊇
S

R′∈σGi
σ(R′) ∩ li

Each role explicitly process its
emitted events on each of the
branches. If R is supposed to
enable a command enabled after ci
then σ(R) contains some event type
emitted by ci 66 / 69



Causality + Determinacy
Trading consistency for availability has implications:

Propagation of events is non-atomic (cf. rule [Prop])
=⇒ different roles may take inconsistent decisions

Causality & Determinacy
Fix a subscription σ. For each branch i ∈ I of G =

P
i∈I ci@Ri ⟨li ⟩ .Gi

Explicit re-enabling σ(Ri ) ∩ li ̸= ∅
Command causality if R executes a command in Gi

then σ(R) ∩ li ̸= ∅ and σ(R) ∩ li ⊇
S

R′∈σGi
σ(R′) ∩ li

Determinacy R ∈σ Gi =⇒ li [0] ∈ σ(R)
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Causality + Determinacy - Confusion
Trading consistency for availability has implications:

Propagation of events is non-atomic (cf. rule [Prop])
=⇒ branches unambiguously identified and events emitted on eventually discharged
branches ignored

Causality & Determinacy & Confusion freeness
Fix a subscription σ. For each branch i ∈ I of G =

P
i∈I ci@Ri ⟨li ⟩ .Gi

Explicit re-enabling σ(Ri ) ∩ li ̸= ∅
Command causality if R executes a command in Gi

then σ(R) ∩ li ̸= ∅ and σ(R) ∩ li ⊇
S

R′∈σGi
σ(R′) ∩ li

Determinacy R ∈σ Gi =⇒ li [0] ∈ σ(R)

Confusion freeness there is a unique subtree G′ of G emitting t
for each t starting a log emitted by a command in G
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On correctness

(S, ℓ) faithfully implements G if it produces only logs possibly generated by G
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On correctness

(S, ℓ) faithfully implements G if it produces only logs possibly generated by G

Exercise
Take the swarm S = P | T | O | T implementing our taxi protocol

1 2 3 4 5 6 7
Request@P⟨Requested⟩

Offer@T⟨Bid ·BidderID⟩

Select@P⟨Selected ·PassengerID⟩

Arrive@T⟨Arrived⟩ Start@P⟨Started⟩

Record@T⟨Path⟩

Finish@P⟨Finished ·Rating⟩

Cancel@P⟨Cancelled⟩

Receipt@O⟨Receipt⟩

Check that S generates the log

ℓauc = requested · bid · bidderID · selected · bid · bidderID · passengerID
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On correctness

(S, ℓ) faithfully implements G if it produces only logs possibly generated by G

Exercise
Take the swarm S = P | T | O | T implementing our taxi protocol

1 2 3 4 5 6 7
Request@P⟨Requested⟩

Offer@T⟨Bid ·BidderID⟩

Select@P⟨Selected ·PassengerID⟩

Arrive@T⟨Arrived⟩ Start@P⟨Started⟩

Record@T⟨Path⟩

Finish@P⟨Finished ·Rating⟩

Cancel@P⟨Cancelled⟩

Receipt@O⟨Receipt⟩

Check that S generates the log

ℓauc = requested · bid · bidderID · selected · bid · bidderID · passengerID

Too strong a requirement!
Let’s consider only “good enough” logs, i.e., those typeable with G’s log types
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