Formal Methods for Communication Protocols
Harnessing distributed software design with behavioural contracts

Emilio Tuosto
— Lecture 3 -

3-12 March, 2026 - Novi Sad

Developing

;s Shared
DESK nowledge 1/28




A motto

design (well)
_|_
project
_|_
run

Another motto

execute
_|_
propagate
_|_
merge



— Swarms and Swarm Protocols —
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People + Real-time controllers + IT systems and networks:
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An execution model for a collaborative environment

People + Real-time controllers + IT systems and networks:
work divided among autonomous production cells

efficiency is dete minec by designing and controlling
the flow of resource and information

_if disconnected, keeﬁ calm, and move on

)
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device/operator
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> twins are replicated where needed
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People + Real-time controllers + IT systems and networks:
work divided among autonomous production cells

efficiency is dete minec by designing and controlling
the flow of resource and information

k if disconnected, keeﬁ calm, and move on

“Execution m de’l )
/>/Ioca| twin for eac éé

device/operator
i
> twins are replicated where needed

> events have unique IDS@nd

> record facts (e. g “from senj{ors) or
> decisions (e.g. J from an| operator)
> spread information e{synchronously

(the pictures are courtesy of Actyx AG)

> logs are local to twins

> a log determines the computational state of its twin
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An execution model for a collaborative environment

People + Real-time controllers + IT systems and networks:
work divided amrng autonomous production cells

efficiency is dete minec by designing and controlling
the flow of resource and information

k if disconnected, keeﬁ calm, and move on

“Execution m de’l ) ~‘

/>/Ioca| twih for ea(;h %wce/operator

> twins are replicated where needed

> events have unique IDS@nd

> record facts (e. 2. “from sensors) or
> decisions (e.g. J from an| operator)
> spread information e{synchronously

(the pictures are courtesy of Actyx AG)

> logs are local to twins
> a Iog determines the computational state of its twm

J[ > répllcated logs are merged

S



Local-first principles

Being partial to availability
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Local-first principles

Thou shalt be autonomous

Thou shalt collaborate

Thou shalt recognise and embrace conflicts
Thou shalt resolve conflicts

Thou shalt be consistent eventually

Specify application-level protocols where decisions
don't require consensus
are based on stale local states
yet, collaboration has to be successful

5/28



State of the art [1]

Some assumptions
> peers are not malicious
> peers can progress at all times...even under partial knowledge
» communication infrastructure is reliable

> purity: inconsistencies resolved by “replaying” executions (invertible or
compensatable actions)

Research directions

Generalisations dropping any of the assumptions above

6/28



Ingredients (I): events & logs

Events e

src(e)
Logs e1-e...
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Ingredients (I): events & logs

Events - € : t
src(e)
Logs = e;-ex... 1 t1cto...

order induced by { =e1---e, e; </ ej <= i<
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Ingredients (I1): log shipping

Machines emit logs upon execution of commands (we'll see how in a moment)
Events are appended to the logs of machines in two phases:

1st Phase: emitted events are appended to the local log of the emitting machine

2nd Phase: newly emitted events are shipped to other machines

Alice ej|ex|e3|alp|c Alice ey |ex2|e3|a

b

@

propagating b
-
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Ingredients (I1): log shipping

Machines emit logs upon execution of commands (we'll see how in a moment)
Events are appended to the logs of machines in two phases:

1st Phase: emitted events are appended to the local log of the emitting machine

2nd Phase: newly emitted events are shipped to other machines

Alice a|b|c Alice a

b

@

€1

€2

€3

€1

€2

€3

propagating b
-

w (o[l

a is shipped too!
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Machines' syntax by example

Let's build a machine InitialP for coordinating a taxi service.

InitialP =
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Machines' syntax by example

Let's build a machine InitialP for coordinating a taxi service.

Request / Requested

Requested?
InitialP

Select / Selected - PassengerlD

InitialP = Request — Requested- [Requested? AuctionP]

AuctionP = Select — Selected - Passengerld- [
Bid? Bidderld? AuctionP
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Machines' syntax by example

Let's build a machine InitialP for coordinating a taxi service.

Request / Requested

P
o
Requested? Selected?
InitialP AuctionP
Select / Selected Passengev\D&J

@ PassengerlD? @
InitialP = Request — Requested- [Requested? AuctionP]
AuctionP = Select — Selected - Passengerld- [
Bid? Bidderld? AuctionP

&
Selected? Passengerld? RideP

RideP =
9/28



Machines' semantics

So, think of M = k-[t;7M; & - - & t,7M,] as an FSA emitting/consuming events
according to its transitions:

> either self-loops (determined by the x part)

> or event consumption (determined by the guards of the branches t;)
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Machines' semantics

So, think of M = k-[t;7M; & - - & t,7M,] as an FSA emitting/consuming events

according to its transitions:

> either self-loops (determined by the x part)

> or event consumption (determined by the guards of the branches t;)

State transition function :

d(M,e) =M

/ : : 7w
S0t e - 0) = oM, e) if Fe:t, M—M
d(M,¢) otherwise

AN

oM, 0) —= o(M,¢) ¢ fresh o1

</,

(M, 0) ——= (M,£-0)

M with local log ¢ is in the im-
plicit state (M, £) reached after
processing each event in /

after processing the events in
£, M reaches a state enabling
c /1 then the command execu-
tion can emit ¢ of type 1 and
append it to the local log of M
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An example

Take the machine InitialP (slide 9) with a local log ¢ = ignoreMe - ignoreMeToo
where I/ ignoreMe : Requested and 1t/ ignoreMeToo : Requested

PassengerlD?

o)

By definition of §
> §(InitialP,/) = InitialP
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An example

Take the machine InitialP (slide 9) with a local log ¢ = ignoreMe - ignoreMeToo
where I/ ignoreMe : Requested and 1t/ ignoreMeToo : Requested

PassengerlD?

By definition of §
> §(InitialP,/) = InitialP hence
R t / R ted
> §(InitialP, () —couest/Redvested, 57 it1a1Pp, 0) hence

R R d
> (Initialp, () Feet/Reauested 1, i tialP, ¢ - Requested)

with b Requested : Request and src(Requested) = P

Calculate §(InitialP, /- Requested)

11/28



Some considerations

Commands are enabled only from the state reached after processing all the events in
the local log of the machine
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Some considerations

Commands are enabled only from the state reached after processing all the events in
the local log of the machine

The environment triggers commands: swarms are inherently non-deterministic!

We have formalised the emission of events and their consumption
We now focus on the formalisation of log shipping

12 /28
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Swarms

A swarm (of size n) is a pair (S,¢) where

> S maps each index 1 < < n to a pair (M;, ;) Maféa]] .. [Mdla)| €
> [ is the (global) log

Disclaimer
Seemingly, we've a contradiction: isn't the global log a centralisation point?

Well...no, it isn't: the global log is just a theoretical ploy!

» it abstracts away from low-level technical details for events’ dispatching

Log sbcpping middlewanes nely on timestamp
mechancoms (Hctyr wsee Lamport's timestamps) and
guarantee that events are in the same order cu all the
locat tags
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Swarms

A swarm (of size n) is a pair (S,¢) where
> S maps each index 1 < < n to a pair (M;, ;) Maféa]] .. [Mdla)| €
> [ is the (global) log

Disclaimer

Seemingly, we've a contradiction: isn't the global log a centralisation point?

Well...no, it isn't: the global log is just a theoretical ploy!
> it abstracts away from low-level technical details for events' dispatching
> it elegantly (IOHO) models asynchrony

> it is not used in our algorithms and tools

13/28
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Coherence

A swarm My[ar]| ... |Mpea][ £ is coherent if £ =|J; ;o i and ;C 0 for 1<i<n

where /1 C /5 is the sublog relation defined as

» (1 Clyand <4 C<y, and

> e <y, €, src(e)=src(e)and € €ty = el

Hereafter, we assume coherence

all events of ¢; appear in the
same order in />

the per-source partitions of
£y are prefixes of the corre-
sponding partitions of />

14/28



Merging logs

Recall slide 8 and consider a swarm

e Alice e1|exles|alb]|c

o ler-er-eg-l (1)

Under which condition is (1) coherent?
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Merging logs

Recall slide 8 and consider a swarm

| Alice ei1|ex|e3lal|p|cC ‘-..‘eleze3£ (1)

Under which condition is (1) coherent?

The propagation of newly generated events happens by merging logs:
Log merging: ¢1p<8p = {4 | 0 CliUlyand ¢3¢ and (o C 0}

15/28



Semantics of swarms

By rule [Local] below, a command'’s execution updates both local and global logs

S(i) = Mg Mnim@ se(\6) = {i} 0 el

[Local]
(5,0) <L (s[i = M), 1)
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Semantics of swarms

By rule [Local] below, a command's execution updates both local and global logs

S(i) = Mg Mnim@ sc(C\G) = {i} 0 e teal,

[Local]
(5,0) <L (s[i = M), 1)

s(iy=Me] GCOTE  4Cl
(,£) I (S[i = V7], )

[Prop]

By rule [Prop] above, the propagation of events happens
» by shipping a non-deterministically chosen subset of events in the global log

> to a non-deterministically chosen machine

16 /28



Semantics at work (1)

i Bp) L5 Bpa e  with bdee:l
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Semantics at work (1)

i Bp) L5 Bpa e  with bdee:l
then, by [Locall AR]|BE]| C[ b+ a- ¢ <25 )| BEa ]| )| ¢
for all te(b-a-c)pa(b-d-e)

Compute (b-a-c)x(b-d-e)
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Semantics at work (I1)

With reference to slide 17, consider

=/
c/1 —_—
A BB ([ | b-a- ¢ <L aR)|BE-d¢]|C[]| b-a-d-e-
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Semantics at work (I1)

With reference to slide 17, consider

=/
c/1 —_—
A BB ([ | b-a- ¢ <L aR)|BE-d¢]|C[]| b-a-d-e-

By rule [Prop] we can propagate a non-deterministically chosen sublog of b-d - e

T Alb-a-d-e||B[b-d-e]|c[c]| ¢
Let's propagate d - e ala]|B[b-d -e]| [c]| £ <

T Aa)[B[b-d-e]|cb-d e-c]|¢

In both cases b must be shipped too. Why?
And why is event a not shipped to C together with the events from B?

Can we propagate just event e?

18/28



Swarm protocols as FSA

Like for machines, a swarm protocols G =) ., c;@R;(1;) . G; has an associated FSA:

> the set of states consists of G plus the states in G; for each i € {1...,n}

» G is the initial state

» for each i € I, G has a transition to state G; labelled with ¢;@R;(1;), written
i/ Li
G S/t G;

19/28



An example

CanceloP (Cancelled)

OffereT (Bid - BidderID)

Record@T (Path)
Request P (Requested ) —~ Start@P (Started) Q
-© @ ©, ® ® 6

o/
Select0P (Selected - PassengerID) FinishoP (Finished - Rating)

rrive@T (Arrived ) Receipt@0 (Receipt)

O)
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An example

Cancel 0P (Cancelled)

OfferoT(Bid - BidderID)

Record@T (Path

)

Arrive@T (Arrived) Start@P (Started) Receipt@0 (Receipt)

Request@P (Requested ) Q
> 16; )

Select0P (Selected - PassengerID) FinishP (Finished - Rating)

There is a race in state 3!
> the driver of the selected taxi may invoke Arrive

» while P loses patience and invokes Cancel
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An example

Cancel 0P (Cancelled)

Record@T (Path)
rrive@T (Arrived ) Start@P (Started) ﬁ
@ 5

OfferoT(Bid - BidderID)

Request@P (Requested ) /Q
- @ &

Select@P (Selected - PassengerID)

There is a race in state 3!
» the driver of the selected taxi may invoke Arrive

» while P loses patience and invokes Cancel

Receipt@0 (Receipt)

FinishP (Finished - Rating)

Thecs protocol

typically cmposed on
betaviounal types due to the
rnace én otate 3 (becanse it has
trwe of states 2 and 5)

20/28



Semantics of swarm protocols

One rule only!

[G-Cmd]
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Semantics of swarm protocols

One rule only!

5(G,0) L5 @

/1 [G-Cmd]
where o
G if £ = e b b

N tence (G, V) may be andefened
5(G,0) = 6(G, 0" if G5 G and i1 and €= ¢

1 otherwise

. gy
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Semantics of swarm protocols

One rule only!

0(G, £) e Hel ?" log of fresh events
1 [G-Cmd]
(G, £) == (G, - 1")
where "
G |f€:6 40945046.:'-«' d “‘at

N tence (G, V) may be andefened
5(G,0) = 6(G, 0" if G5 G and i1 and €= ¢

1 otherwise

. gy
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Semantics of swarm protocols

One rule only!

8(G, ?) SNyl AR ¢ log of fresh events

/ [G-Cmd]
(G, 0) <% (G0 0)
where
G if 0= Lga 1o be consamed “atomicatly.
/1 tence (G, V) may be andefened

o(G,0) =< 6(G, ") if G-

1 otherwise

Gand F¢:1land ¢ =10"-¢"

We restrict ourselves to deterministic swarm protocols that is, on different transitions
from a same state, we require that

> log types start differently log determinism
> pairs (command,role) differ command determinism
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From swarm protocols to machines

Transitions of a swarm protocol G are labelled with a role that may invoke the command
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From swarm protocols to machines

Transitions of a swarm protocol G are labelled with a role that may invoke the command

Each machine plays one role

@ Obtain machines by projecting G on each role

First attempt

(Z C,'@R,'<l,'> . G,) Jr=K - [&iel 1,7G; iR]

iel

where k = {(c; / 1;) ‘ Ri=Randie€l}
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From swarm protocols to machines

Transitions of a swarm protocol G are labelled with a role that may invoke the command

Each machine plays one role

@ Obtain machines by projecting G on each role

First attempt
(Z CiOR;(1;) .G,-) la=k - [&ic1 1,7 Gi 1]
iel
where k= {(c; /1;) |[Ri=Rand i € I}
simple, but
» projected machines are large in all but the most trivial cases

» processing all events is undesirable: security and efficiency
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Another attempt

@ Let's subscribe to subscriptions : maps from roles to sets of event types

Tt pcb-2ict,
processes sabscribe
s “tasies”
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Another attempt

. Let's subscribe to subscriptions : maps from roles to sets of event types

T pab-04b,
processes sabscribe
ta “topics”
Given G = ;. ci@R;(1;) . G;, the
projection of G on a role R with respect to subscription o is
G lg= k- [&jeyfilter(1;, o(R))? G I5] where
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Another attempt

- Let's subscribe to subscriptions : maps from roles to sets of event types

D ppocb-0t,
processes sabscribe
20 “topics”
Given G = Ziel C;@R;(l;> . G;, the
projection of G on a role R with respect to subscription o is
G 3= k- [&jeyfilter(1},0(R))? Gj I7] where
/i:{c,-/l,-|R.,-:Randi€I} €, ift=ce
filter(1, E) = ¢ t-filter(1’,E) ifte Eand1=t-1'
J={iel|fiter(1;,0(R)) # €} filter(1, E) otherwise
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Well-formedness: sufficient conditions for well-behaviour

Transitory deviations are tolerated provided that consistency is eventually recovered
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Well-formedness: sufficient conditions for well-behaviour

Transitory deviations are tolerated provided that consistency is eventually recovered

T may bid after P has made their decision if the selection event T has not yet been
received.

This inconsistency is temporary: when the selection event reaches T this inconsistency
is recognised and resolved
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Well-formedness

Trading consistency for availability has implications:
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Well-formedness = Causality

Trading consistency for availability has implications:
Propagation of events is non-atomic (cf. rule [Prop])
— differences in how machines perceive the (state of the) computation

Causality
Fix a subscription o. For each branch i € I of G =3, ciCR;(1;).G;
Explicit re-enabling  o(R;) N1; # 0 ZQU(R) mrameam%eem;étcduﬂ?;;c;

Command causality if R executes a command in G;
then c(R)N1; #0 and o(R)N1i 2 U, g o(R) N1
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Well-formedness = Causality + Determinacy

Trading consistency for availability has implications:
Propagation of events is non-atomic (cf. rule [Prop])
— different roles may take inconsistent decisions

Causality & Determinacy

Fix a subscription o. For each branch i € I of G =3, ci@R;(1;).G;

Explicit re-enabling  o(R;)N1; # 0

Command causality if R executes a command in G;

then c(R)N1; #0 and o(R)N1i 2 U, g o(R)NL;

Determinacy R e, GG = 1;[0] € o(R)
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Well-formedness = Causality + Determinacy - Confusion

Trading consistency for availability has implications:
Propagation of events is non-atomic (cf. rule [Prop])
— branches unambiguously identified and events emitted on eventually discharged
branches ignored

Causality & Determinacy & Confusion freeness
Fix a subscription . For each branch i € I of G =3, ciCR;(1;).G;

Explicit re-enabling o(R;)N1; #0

Command causality if R executes a command in G;
then o(R)N1; #0 and o(R)N1i 2 Upe, g o(R)NL;

Determinacy R e, G = 1;[0] € o(R)

Confusion freeness  there is a unique subtree G’ of G emitting t
for each t starting a log emitted by a command in G
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// analogous for other events; "type" property matches type name (checked by tool)

type Requested = { type: 'Requested'; pickup: string; dest: string }
type Events = Requested | Bid | BidderID | Selected |

/** Initial state for role P */
@proto('taxiRide') // decorator injects inferred protocol into runtime
export class InitialP extends State<Events> {
constructor(public id: string) { super() }
execRequest (pickup: string, dest: string) {
return this.events({ type: 'Requested', pickup, dest })
}
onRequested(ev: Requested) {
return new AuctionP(this.id, ev.pickup, ev.dest, (D)
}
T
{@proto('taxiRide')
export class AuctionP extends State<Events> {
constructor(public id: string, public pickup: string, public dest: string,
public bids: BidData[]) { super() }
onBid(evl: Bid, ev2: BidderID) {
const [ price, time ] = evl
this.bids.push({ price, time, bidderID: ev2.id })
return this
}
execSelect(taxild: string) {
return this.events({ type: 'Selected', taxiID },
{ type: 'PassengerID', id: this.id })
}
onSelected(ev: Selected, id: PassengerID) {
return new RideP(this.id, ev.taxiID)

¥
{@proto('taxiRide')
export class RideP extends State<Events> { ... }

Request / Requested

InitialP

Requested?

B/dds,,D S AuctionP

Select / Selected - PassengerlD

Selected?

PassengerID?
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Architecture [2]

TypeChecking
Well-Formedness

Equivalence test

simulator

» TypeChecking implements the functionalities of our typing discipline

» simulator simulates the semantics of swarm realisations

machine-check and machine-runner integrate our framework in the Actyx
platform
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Architecture [2]

uses

T LocalTypes
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» machine-check and machine-runner integrate our framework in the Actyx
platform
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