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»LOTS:
> a lightweight calculus of located task graphs
> designed for compliance-by-construction
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Hush-hush!

[m] S [m] Glosscng over [=] ]
I'.:. > VoxLogicA = ]
(=] %12 > policies 43
vostogica.com » Nearbytes Hearkyies

3/21


https://www.voxlogica.com
https://github.com/nearbytes/community

— Motivation —
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Medical protocols

Workflows involving

» datasets...both public and private
(subject to institutional boundaries)

» GPUs + PACS? + workstations
» nowadays Al + symbolic processing
» human assessment

» controlled circulation of results

?Picture Archiving and Communication Systems

5/21



Medical protocols

Workflows involving Defined in documents
» datasets...both public and private > scripted in natural language
. . . . . H 1] 1l
(subject to institutional boundaries) > scattered in local "folders

» GPUs + PACS? + workstations > flaky access control

» nowadays Al + symbolic processing
» human assessment

» controlled circulation of results

?Picture Archiving and Communication Systems

5/21



Medical protocols

Workflows involving

» datasets...both public and private
(subject to institutional boundaries)

» GPUs + PACS? + workstations
» nowadays Al + symbolic processing
» human assessment

» controlled circulation of results

?Picture Archiving and Communication Systems

Defined in documents
> scripted in natural language
> scattered in local "folders"
» flaky access control

This practice is a weak point: usually it produces
> incomplete documentation
> poor support to auditing and repeatability
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An example of Al in the loop: VoxLogicA

images as spatial models,
analysis as logical specifications in Spacial Logics of Closure Spaces 4,
written in the declarative language ImgQL
background removal : .
thresholding
semantic noise removal

texture similarity

¥

5-10 seconds..

for cach 9M voxels 31 image

90% Dice
(CTV)

Hybrid Al 121: neural components segment + symbolic processing + combine + assess
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An example of Al in the loop: VoxLogicA (cnt'ed)

A VoxLogicA program interleaves

data pre-processing
training neural networks (train via nnU-Net)
prediction with them (predict)

post-processing

harnessing, monitoring, checking

vV Vv vV VvY

declarative composition: map, fold, functions

wewral and symbolic 549
as terms
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A regulatory requirement

EU Al Act s;: medical Al is high-risk

Required practices
» technical documentation
> record keeping

» policies for

» data governance
» human oversight
» accuracy, robustness, cybersecurity

> These are properties of the workflow
» Compliance is a documentary problem
provided that docs "match" the workflow

A natural question

How do we specify workflow with explicit
compliance-relevant structure

> derivable from executable specifications

> instead of reconstructing it post-mortem?
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— A proposal —
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A DSL for compliant-by-construction workflows

A workflow specification language to make explicit & persistent

> locations & dependencies
» ownership boundaries

> assessment steps

> publication events
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A DSL for compliant-by-construction workflows

A workflow specification language to make explicit & persistent

» locations & dependencies "Compliance" showld be ! as cucd

» ownership boundaries > (locations, execution, & ownernstict:
> assessment steps >  dependencies
» publication events > proper assessment

> ——
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A DSL for compliant-by-construction workflows

A workflow specification language to make explicit & persistent

» locations & dependencies @ ovece" oloutel e e ot

> ownership boundaries > locations, execution, & awnenshit
> assessment steps > dependencics
» publication events > troper assessment

> idontinlit

Terms : values, datasets, images, Al models, operations, etc.
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Terms and task graphs

LOcated Task graphS: A functional language where invocations are localised operations
over computational elements (datasets, files, docs, .. .); for instance

train(D)®©(store = o, compute = k, context = w)

trains an Al model on a dataset D at a given location where
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Often 0 = k = w, yet they carry different policy information
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Assessment as a first-class computation

Ordinary scripted workflows keep human review outside the computation

Prediction/ zeport R,
protocol P
LOTS make the review explicit Forwarding depends
A = assess(R, P)@/pospital e
forward(R, A, £recipient) @ hospital

an expert reads, maybe edits a report, the workflow continues...

human responsigility has a place in the araph
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Dreaming of compliant-by-construction

Judgements
MrM-t@l:7o0d

[ available datasets, models, credentials, constructed nodes
7 artefact class produced by t model, prediction, assessment, ...

® obligations: required assessments, forwarding conditions, key strategies

A notation for policy visibility, not yet a type theory
Next: which contexts are well formed? Which reductions preserve ®?
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— A case study —
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Public training, private fine-tuning, local prediction

research domain

Public dataset
Dpub

central hospital domain

Central hospital
private data D,

clinical site domain

Other site
local data Ds

public train
train(Dpyp)

Y

e -
local fine-tune
finetune(Wo, Dc)
~—

Y

local predict

predict(W,, Ds)
— @

Small on parpose, but

wctt the wsaal constracnts:

pablic data circatlates,
private data daes wot,
mactkines may be csolated,
nesults weed expert

thecr context

assess forward if
assess(Rs, P) approved
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Located specification: training

. L. locations as (store, compute, context)
Public trainin integrity & reproducibility onl
grity y y

Dpup = T, ... F Wy = train(Dpyp ) © research : model
Fine-tuning crosses an institutional boundary

D<aH,---F W, = finetune(Wp, D, C)@/y : model

The planner can location and
» select a hospital-controlled executor context o{dc;;:
» derive result keys from the hospital dataset policy of
p2rogram

> record provenance in the hub log
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Located specification: prediction, assessment, forwarding

D'aH', -+ Rs = predict(W,, D")@¢" : prediction

forwarding moves
stornage & contert,
wol computalion
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Located specification: prediction, assessment, forwarding

D'aH', -+ Rs = predict(W,, D")@¢" : prediction

Rs : prediction, ... A = assess(R;) : assessment

case A of approved(a) = forward(Rs, a, H")@¢'
rejected(p) = stop(p)

A : approved  forward(Rs, o, H')@¢' : forwarding

forwarding moves
storage & contert,
wol computalion
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— Epilogue —
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Related work

Located computation Logics
> Klaim [s5]: network-aware programming » MoMo [12], MoSL [11]: mobility, resources,

» AbC [10]: from locations to attributes security
> data-oriented behavioural types [3]: > spatial model checking: topochecker,

consumption, persistence, availability VoxLogicA, PolyLogicA

New: locality + assessment + replayable evidence, in one executable object
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Where we are, where we go

Next
v VoxLogicA-2: programs — Merkle DAGs, > type system, Nearbytes implementation LOTS
recipes & values in a persistent store, > target properties
train/predict as primitives > replay rebuilds the same task graph
v Nearbytes: hubs, signed logs, encrypted > records refer to existing nodes
blocks, replay » forwards depend on required assessments
v LOTS: located terms & first-class assessment > peers keep the needed blocks without keys

> validation in research & clinical workflows

Beyond medical imaging: regulated Al workflows in general
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